ABSTRACT OF THE DISCLOSURE 



The invention relates to a new encrypting device that 
consists of a CPU core (204) and an encryption algorithm 
accelerator (205) as main body as well as including a 
programmable I/O interface (201), a tester and register (202), a 
reset controller (203), a random number generator (206), a chip 
ID (207), a security protection unit (208), a shared memory 
module (209) and an encrypting and decrypting sub-program 
memory area (210). The invention has solved the shortcomings 
presented in a single board encrypting system, enhanced the 
capability against engineering tracking. It meets the strict 
requirements of the information transmission and information 
system in the information security area. 
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— W^WinSf^^s.iii CPU ^(204).^iq$g^jiijp 

J^«l(205)^ ^T.-tliSRll^ei/O ^P(201),tfci^5Bl 

^#IS(202) 5S(203).|Sim3a:ig:^SS(206) . 

chipn)(207).^^^^#7G(208), ^m^^^m^ 
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□ (201). ^^!3^^^^^« .(202 CPU (204). *P^# 

^MM^ (205), to^^^^^i meX chip lb (20.7 >v i:^^^^7C (208)> 

^^^m^^^ C209\ jmm^^m^^i^k (2ioy .i^^tsM^^m^ (203).. 

m^-m^m i/oip (200 i¥Mip#^i-%'>h^m^±^^'i, ^^^^ 
m^^^mm^m (202) M^i^jhj^jiiftie^fiFnjQ,^^^ ' 

m^M^^m^ (203). Mf;^MfitSL^^^;^#^ 

cpv m (204) mitmimm<^^mm^m^^^^m^p^Mm^ ^ 

^ife chip ID (207) ffii^#|^CPi-M$^gID-^«i, 

^^^^^r#-7C (208) ^^J*g^i^ft^S$!jlS (203) W5S$iM^1t 

2. ^^sifij^^ 1 mm^tmrnm., ^#«e*^s 0f3*^^#i®is^:^ (209) 

RAM> EEPROM :9'^tr:*:/h^|Hi6<ji5r^:^^, K^i^. 

(210) SRAM, EEPROM H^. BnU^f^iP^fltl^^NAn^W^^i?, ' " 

4. wmmnf^imm^ammm., ^^tE^T: ^^(pu^^ (204) Br!s;i^ffl 

\^^. 32 -(ii, 64iiir6<J. 



Internet JSfem^fflP^ VPN/SM^^^4'/lli*^m^:^6<Jiq^^S. 

llffliE^E$!l^lPr6<i3Sc^iP^^)t:^rm aes, m ijJim>ft 70 ^f^jtitifiti des. 
^:kmm^j^nn im. hp. Sun^j^5tWSS;*:6<jftS^^^S&:g, >W.iSISfi<jB^ 



^J^12^ EEPR0M13> m^^U^^U^ ^±UPm^l5. |®^n.#^ll RAiI16. 

cpuj$$!i^:^i7#pi/o^p 18, ^^m^t.mm^mm/i&mm&j^mmm, 

l&«5as#, —mm FPGA %ll&^g«TM?D^. 

IfiB^^i^i^ 12 S'H:^ ROM ^sK^^E EPROM — lft(JJl^:^M?^^#ii[, 

EEPR0M13 m'j'^itu^±mmR^'^ua^mm^mmm^±m.m. n rsa 

^^3^JtlP^#iKia%JS. ^^^gfe RSA ?B^5CtS EEPRQM113 i^Ain 

^jzm^^Mm 11 ^'js^; EEPR0M13 j^w^^mi^^m^tiLi^ma^^^ 

^EEPROMlS^-WI^Jgiil^^Jcfi^iif. !JJLB&±^^a^iP^jt.MII. 

RAM16 m'f-^i^mnm^mm.i^Ri^Mm^u&in'^mi^m 
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18 ^^^<&rtA*i>hia56<i^jg5r^. ^j^SLmmmmmm 12 fKjin^xf^s 

I/O 18 f^^JP^^tRWlPm^W^IScWjpI^toj^ 

p , im isAx PCI " ' ' " 

w^, tarn 1 ^w^^m^Mw^. mi^^ 

mm^mmm^'^^^^^^mm^^ in^i^i6±6ti eepromi3 ^^&m^^m 
5. ^u±m CPU js^jm^ 17 sffisfiti^f^^gE. "Buc* m 
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ijQ^wmiim^^ mm.mM^m^ chip id. ^^^^^TcV^^^te^ 

SP^^filnr^g I/Og|P 20U 202 ^gt&^te 203{ ^3^W^ 

@ I/O g!P 201 m'f-^^m^iia^ms,^if\'m^mi.m^m'^ i&iit6<)S! 
^5 m^«i3^fp^#« 202 mf-^±mBmmcmmB^^^.' M^jm^mB 

5f, ^K^B)k-m^^^mw\^^^iii^', m^'E&mm 203,. m^mm. 
mm^u±^ni^'^i^ cpu 204, in^#j*iP3$ss 205, mmM:^^^ 

206. chip ID 207. ^±U^^7t 208. ^m^^^m^ 209 Sl^nM^^S^ 

210, J^^T UA epu m 20A Mm^n^ 



CPU m 204 CPU m^i^, niiumjgsafitj^^, m.^'mmmm^m 
^i^^'f"^wsm'>^i^. ^wmi^^mnn^ mm%mMmSknUi t?\i'i^ 204 

nmtm^ 205 %^^mmnnmmix\mw^m-. ^% 

^19^?*, in^-K:>fcj 512^ 768. 1024, 2048. 4096 fcb#B<I RSA 
m-K:^ 512> 1024 Vmtfi DSA iS[^^ig#^^P#gil fe^^?^^?^^, ^ 
^Uifk> $n DES , Triple-DES mk. RC2 RC4 #^jfP IDEA ^X^fS?® 

HASH^ti, inMD2#j*. MD5#fefP SHAl^^5fe. . V 

isi«n.is:^^« 206 fiimiiJc:^^* 206 ^mmwrn^ 

^ii CPU ^204 ^u^mmt^^mmmmimL^ ^mw^mmnm^m^ 
(Ml? ID 207 ^^lixm^m.m'^n'^. ^mm.^'&.m.mRt^^i^^^'^ 

^±^r#7c 208 Mf%un.^^nm 203 fi<j35*!imi^^^fi<iJt4-, jew 
w^n^t^i^mmi^R cpu ^ 204 wm^m^^. -^^smwcsiiBti^i'm^, ^se 
m.^i^m^mpi^m%mum, ^m%mt^^u.^^^mf$ro ^±u^^7t 208 

^l^^^^^mik 209 RAM, EEPROM :J)-^:^/jN^f5)6<I:^>t^^^£l. 

^mmn^^^WL^mm. nL^m> ^nim^* ^j.Rm^f- cpu 204, i^mn 

1X\m^=f-U^^^K 210 S.RAM, EEPROM il^; iP^^TS^W^iJg CPU 
^ 204 fitim^-ililWl^^ I/O 201 TiQ, T^^^BTl^JiiP^fitHfeprisiii 



mM±^m, ^^m^Mtm^^^ 202 ^^ytn.^, cpu m 204 

R^-^mmmn^mmmmi^^^^ ^mmm^^k^^ 206 ^kmmi^tk^k 

\iX CPU ;^ 204 -^iqfl^^^iDjlt^ 205 RISC n^fk^ 

^jt^ji^ff M^fflit^^^feJii^Tr s^wasfe#^i&; ^urtfiicigMfflk cpu m 204 

!5!^JiL, i^ilil* CPU ^ 204 nm-^mU I/O g^P 201 iStf . 3^#^E*P^^6<J 

^aii@^5!fc6<i^^hlfPPS^. rtSP CPU 204 jiiiRTi^j® I/O 201 )k^m 
'mL^^^ Hfefah. fcJg^* ±&^35ft^t;5{t I/O ^P6<i^^^f^, Mffi^injK^it 

^i^^fiti^fflm^'ifa^^^^jTW. Silk, mn^\^•mm^^mm^^mm^ i/o 
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